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Examples of Fraudulent Job Offers Sent as Phishing Emails
1. I am Dr. Neil Roberts. I specialize in arthroscopic surgery, sports medicine, trauma and
fractures, and athletic injuries to the shoulder, elbow, and foot and ankle. I also have an
interest in shoulder and knee replacement procedures. I am the team physician for Northwest
University in Kirkland. I also served as team physician for the US Women's U20 National
soccer team and other professional sports including hockey, golf and tennis. I am also
involved with local high school and club sports teams. In addition, I am a consultant for Cirque
du Soleil.
I'm dedicated to helping each of my patients gain maximum function and physical potential
through individualized patient education and cutting-edge surgical and non-surgical treatment
of musculoskeletal conditions. The most important part of my relationship with my patients is
being a good listener. I learn so much from patients just listening and learning about their
lives.
You have received this email because you have an offer from the University Office for Students
with Disabilities to work with me while we help Students with disabilities frustrated with
ignorance and lack of services but as my temporary personal assistant. I care about Animal
Welfare, Arts and Culture, Children, Civil Rights and Social Action, Education, Environment,
Disaster and Humanitarian Relief, Social Services and lots more.
This is a very simple employment. You will only help me Mail letters, Make payments at
Walmart and purchase some Items when needed. This employment only takes an hour a day
and 3 times a week for $620 weekly.
I am unable to meetup for an interview because I am currently away and helping the disabled
students in Australia. You will be paid in advance for all tasks and purchased to be done on my
behalf and some of my personal letters and mails will be forwarded to your residence or
nearby post office for you to pick up at your convenience. Upon my arrival we will discuss the
possibility of making this a long-term employment if I am impressed with your services while I
am away. My arrival is scheduled for the last week of April 2018
To Apply, Please email your Full name, Address, Alternate email (different from school email)
and mobile to :- [email address removed] and a correspondent will reply you as soon as
possible.
Regards,
Neil E Roberts, MD

2. From: Official Supervisor <[email address removed]>
Sent: Monday, April 16, 2018 8:45 AM
To: [email address removed]
Subject: Re: Job Offer
I am pleased to offer you the position to work as my PA. I am very excited about the potential
you and your ability to work will bring to the table and I expect you to start immediately if you
agree to work with me. As discussed in my initial email, You will begin your job duties which
is mailing letters, making bill payments and replying emails on my behalf.
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Your compensation package includes a weekly salary of $620, full medical and dental coverage
through my company's employee benefit plan, and fringe benefits which I will discuss upon my
arrival.
FIRST TASK AND INSTRUCTION.
=============================
Your first task will be a way for me to test your ability to work as a proper PA for me and see if
you can meet my schedule demands.
Funds for your first assignment will be sent via your email through an Electronic Bank check.
E-check is a funds delivery service that endorses and guarantees check delivery faster through
email instead of waiting for it via mail. There is no stamps or envelops or going to the mail
box/Post office. Just log into your email, Click, Download and print the check.
After the funds has been printed, It can be deposited immediately and all tasks can proceed
without stress.
Right now, you will only need to purchase a Business Check Paper for printing of the check,
it's sold for ($10) at any Stationery store's,Office Depot or Staples . I will re-reimburse you for
the cost of supplies. Get the Business Check Paper today then email me . Please Note that
you need a Printer OK?.
In order for you to receive your fee, take the payment to your bank and have it DEPOSITED in
your bank account for 24 hours and the funds would be available the very next business day.
Email me a copy of the Deposit Slip If you can and make an ATM deposit if it happens that
you didn't receive the package on time before the bank closes so that the funds can be
available the next day to complete the assignment on time. Once funds are Deposited I will
send you the Instructions
In accepting my offer of employment, you certify your understanding that your employment
will starts now, and that neither you nor me have entered into a contract regarding the terms
or the duration of your employment until my arrival. As an at-will employee, you will be free
to terminate your employment with me at any time, with or without cause or advance notice.
Likewise, I also have the right to reassign you, or to terminate your employment at any time,
with or without cause or advance notice if you are not capable of carrying our the tasks and
assignments assigned to you by me.
Please reply email or text to confirm the paper purchase for proceedings...
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